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1. Topology

1.1 VSM bypass

Switch

DHCP Server

1.2 VSM gateway

P %
I &
STA AP2

Switch VSM Cloud

Office
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1.3 VSM bridge

STA AP1 AP2

2. VSM configuration

2.1 Ready
Name Num

PC 1
Console cable 1
COM to USB 1
Cable 1
Xshell/ 1

SecureCRT

4 ABLOOMY Technologies, Inc. | www.abloomy.com | +001-888-690-7008 | abloomy@abloomy.com



T, =
2.2 Add VSM to Cloud Platform (ACS/CSP)

2.2.1 Login Cloud Platform (ACS/CSP)

For ACS:
Login to https://it.abloomy.com (ACS domin or IP)
Click on WiFi button

< (&) i [ httpsy//itabloomy.com

@ English ~
g & g
NSO - WELCOME
USER  howardhe
PSW  essseses
CODE 7529
LOGIN
Welcome, Switch: J - @ English ~ B logo
Account & WiFi
o — Portal & AD
Q Organization = Reliable anc @
te ] - simplified wireles
Alert Asset
Content
) f | E : Management
\PP, games, video, i

NFV

Note: https://it.abloomy.com is an unique ACS address
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https://it.abloomy.com/

For CSP:

Login to https://XX. XX.XX.XX (CSP IP or domin)
Click on WiFi button

<« C | A Notsecure | https;//192.168.80.124

-
& AsLoOMY
&'

Platform Login

admin o

© 2018 Abloomy All Rights Reserved Your browser needs to support receiving Cookie logins

& C | A Notsecure | hitps;//192.168.80.124/bos/devices

Welcome, admin | SuperAdmin v B English & Refresh

Total 2 Records E] 10 /page ¥

w
English v
*

=

Name MAC Public IP Private IP Status AP Clients Hardware Firmware Online
00:E04C:0F:0FAS  64.255.79.146 64.255.79.146 | Running | - - CSP1000 7.0.0(r18143.1) 2 Day 5 Hour
1 00:16:31:E2:17:44 192.168.80.101 192.168.80.101 ‘ Running ‘ 2 7.0.0(r18143.1) 9 Hour 9 Minute

Goto

AP(33) GRE devices(0) Upgrade

&
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https://xx.xx.xx.xx/

2.2.1 Add VSM

Click Devices—AC—Add

& asLoomy
o

Welcome, 13311160083 | BD v B English & Refresh = @A »

@ Dashboard AP(22) XSG GRE devices(0) Upgrade
Name MAC Public IP Private IP Status AP Users Hardware Type Firmware Version Connection Tim@}
00:16:31:F1:88:1 192.168.106.12
M Clients 001631f1b810 7 58.48.77.55 7 1200064 8.1.0(r18095)
© Settings 60CDAID33E8A CO-COATDISE: ;25'120'18912 192.168.20.3 VSM600 8.1.0(r18119)hi
€ System VSM800-2 80'16'31'F6'D0E 119969844  192.168.10633 1450030 8.1.0(r17832)
(;noﬂ Welcome, 13311160083 | BD v B English & Refresh = A& P
& Dashboard AP(22) YR GRE devices
Summary Modify
I Clients
v Summary
© Settings
Name @
& System
MAC
A Alerts
Device Type csp v
£ Map topolo
p fopology Location v
Organization v

Tag

Address

@& TIANANMEN"West

Beijing Working i
@ |People’s Culture

#)Zhongshan Park Palace Stadium

Zhongshan Park

Grand Hotel Beijing

NESSt

Name, MAC and Device Type is required, fill in and save.

2.3 Config VSM

We have two way to config VSM:
1. Web Ul
2. CL

2.3.1 Web UI config

VSM port 0/1 is WAN default, the rest port is LAN. PC can connect LAN port and get IP address by DHCP.

Login in address: https://192.168.186.1/wan
Username: admin

Password: admin.01
Note: We suggest Chrome & Firefox web browser.
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https://192.168.186.1/wan

';guoonv
&

f ABLOOMY

-

v status: Run well

Product Model:  VSM800E

Software Version: 8.1.0(r18095)

& AsLoomy’

WELCOME

MAC: 00:16:31:F8:AF:42

Access AP 64

authorization:

Interface State:  Already connected

Local AC login

Logout

-

PWR HDD CONSOLE USB  WAN  LAN

Note: The diagram is the device factory configuration information

v WAN Configuration: Access to address success

GO/1 Ports

PPPOE DHCP  Static

Ip Address: 192.168.106.200
Subnet Mask: 255.255.255.0
Gateway: 192.168.106.1
DNS Server: 114.114.114.114

Alternative DNS S... 8.8.8.8

Vlan ID @:

Add Interface w

status information

Connection Ty... Static

Ip Address: 792.168.106.200

Subnet Mask: 255.255.255.0

Gateway: 192.168.106.1

DNS Server: 714.114.7114.7714 | 8888

v Cloud service connection: Already connected

Cloud service itabloomy.com %]

platform address:
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2.3.1.1 Config WAN port

WAN port can select three kinds of mode: PPPOE, DHCP and Static

DHCP (default): When WAN port connect to DHCP network, status information will show the detail.

Note: DNS will be obtained automatically from the network or you can config static DNS by youself.

GO0/1 Ports v X

PPPOE DHCP Static status information

Click Save, the interface configuration will be changed to

. Connection Ty...DHCP
automatic access

Ip Address: 792.168.106.120
DNS Server:

Subnet Mask: 255.255.255.0
Alternative DNS S...

Gateway: 792.168.106.1

Vlan ID @: DNS Server: 202.103.24.68 | 202.103.44.150

Add Interface w

Save

PPPOE: Enter username, password and save. Status information will show the detail if connected successfully.

GO0/3 Ports v X
PPPOE DHCP  Static status information
Account @: Connection Ty...-
Password: Ip Address: -

Subnet Mask: -
Vlan ID @:

Gateway: -

DNS Server: -

Add Interface w

Save
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Static: Enter IP, mask, gateway and DNS
GO/1 Ports

PPPOE DHCP  Static status information
Ip Address: 192.168.106.200 Connection Ty... Static
Subnet Mask: 255.255.255.0 Ip Address: 792.168.106.200
Gateway: 192.168.106.1 Subnet Mask:  255.255.255.0
DNS Server: 114.114.114.114 Gateway: 792.168.106.1
Alternative DNS S... 8.8.8.8 DNS Server: 7174.114.7714.7714 | 8888
Vlan ID @:

Add Interface w

Save

WAN Configuration will display “Access to address success” when WAN connect to the network.

v WAN Configuration: Access to address success

G0/2 Ports

2.3.1.2 Config cloud platform address

Cloud service it.abloomy.com 4
platform address:
Platform Address @: it.abloomy.com

After cloud service address is configured, and WAN port is connected to internet, VSM will register to

ACS/CSP automatically.

v Cloud service connection: AIready connected
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Enter WiFi module, and we can see VSM Status is “Running” under AC.

£ asLoomy
A5

Not connected.

Select the right COM port and click ok.

New Session Properties

Category:

Connection
[=- Authentication
Logon Prompts
- Logon Scripts
[=-S5H
Security
Tunneling
- TELNET
- RLOGIN
- SERTAL
erminal
- Keyboard
- VT Modes
- Advanced
[=I- Appearance
: Margins
[=- Advanced
‘. Trace
- Logging
- ZMODEM

General

Port:

Baud Rate:

Data Bits: 8 ~
Stop Bits: i ~

Parity:

Enter VSM username and password to login.
Username: admin
Password: admin.01

Welcome, 13311160083 | BD Vv

B English

& Refresh

= A P

[ Upgrade Jf Add Jf Delete )| ¥ Search ]

& Dashboard AP(22) AC(11) GRE devices(0)
Name MAC Public IP Private IP Status AP Users Hardware Type
e 00:16:31:F1:88:1 R 192.168.106.12
. Clients 001631f1b810 58.48.77.55 0 1200064
2.3.2 CLI config
Console cable connect to VSM console port and PC NIC.
Open Xshell, click new—connection—Protocol—SERIAL.
New Session Properties ? X
4
= Category:
" . = Connection
File Edit View Tools Window Help 5. Authentication —
= R ot | Logon Prompts
Ld New M pecapne [ A &G Log;g;:mrsomp Name: New Session !
4, © 1Local shell x = SSH Protocol: SERIAL v i
Security
)V(shell : (Bu‘xld O% )] Tunneling Host:
ght (c) 2002-201
= sP Port Number:
TELNET
RLOGIN Keep Alive
’:F AL [/ Send keep alive messages while this session is connected
= Terminal
Keyboard Interval: |60 < sec.
VT Modes
Advanced [Jreconnect éutumabcalli if connection is terminated arirupuy
Appearance Interval: 0 -  sec. Limit: < min,
Margins Proxy Se
oXy Server
AdV‘T‘” ced 1 your networkis configured to use a proxy server or firewal,
r“e_ select a proxy server from the list below. To add or remove a
Logging proxy server or edit its settings, dick Browse.
ZMODEM
Proxy Server: <None> V| | Browse...
o]l e

Firmware Version

8.1.0(r18095)

xterm 190x18 5,11

Connection Tim{S}

23 Minute 15 Second

11
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2.3.2.1 Config WAN port

1. WAN get IP by DHCP

set wan 0/1 dhcp weight 1

Abloomy@®[192.168.106.158]: set wan @/1 dhcp weight 1

2. WAN get IP by PPPOE
set wan 0/1 pppoe abloomy 123456 weight 1

Note: abloomy 123456 is the username password for pppoe.

Abloomy@[192.168.106.158]: set wan @/1 pppoe abloomy 123456 weight 1

3. WAN get IP by Static

set wan 0/1 192.168.106.200/24 gateway 192.168.106.1 weight 1 114.114.114.114 8.8.8.8

Abloomy@[192.168.106.158]: set wan @/1 192.168.106.200/24 gateway 192.168.106.1 weight 1 114.114.114.114 8.8.8.8

2.3.2.2 Config cloud platform address

set controlserver it.abloomy.com (ACS IP or domin) or XX.XX.XX.XX (CSP IP or domin)

Abloomy@[192.168.106.158]: set controlserver it.abloomy.com.cn
Set controlserver: it.abloomy.com successful!

Abloomy@®[192.168.106.158]: show controlserver
Control Server: it.abloomy.com

After cloud service address is configured, and WAN port is connected to internet, VSM will register to ACS/CSP

automatically.

Enter WiFi module, and we can see VSM Status is “Running” under AC.

M Welcome, 13311160083 | BD v B English & Refresh = & B

—— P G cevice-0 T

Name MAC Public IP Private IP Status AP Users Hardware Type Firmware Version Connection Tim{}

001631f1b81 OB [RERE AR 58.48.77.55 [o2ie8 0002 1200064 8.1.0(r18095 23 M 15S d
I Clients 631f1b810 0 0 = = (r ) 3 Minute econ

2.3.3 Modify VSM username & password

»  Enter WiFi Module, Click Devices—AC, select your VSM.

(;:MM Welcome, 13311160083 | BD v B English & Refresh = A P
& Dashboard JXSTOMN GRE devices(0) Upgrade Jf Add Ji Delete il v Search |

Name MAC Public IP Private IP Status AP Users Hardware Type  Firmware Version ~ Connection Tim{c}

00:16:31:F1:B8:1 192.168.106.12
W Clients 001631f1b810] 0 58.48.77.55 0 1200064 8.1.0(r18095) 23 Minute 15 Second
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Click Modify—Admin to modify VSM username & password

AP(22) AC(11) GRE devices

v Summary

Name @ 001631f1b810

MAC 00:16:31:F1:88:10

System ID 00:16:31:F1:B8:10
v Admin

SSH () Enable () Technical Support

Admin

Name
Password

Confirm Password

2.3.4 Config DNS

»  Click Modify—DNS Server, set DNS Address manually.

l::noom Welcome, 13311160083 | - B English § Refresh = A& B
& Dashboard AP(22) AC(11) GRE devices
Summary Modify Back
Client:
W Clients > Summary
© Settings > Ports
> VPN
& System
» Subnet
A Alerts
> Route
£ Map topology v DNS Server
Enable ()

DNS Address Auto

Customized domain name: Please Select
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2.3.5 Config DHCP server

2.3.5.1 Config subnet IP

Click Network—Subnets—Add.

" ABLOOMY Welcome, howard.he
-

SuperAdmin v English QRefresh = A P

& Dashboard Network NAT Route Subnets
B Devices Subnet Network group
. Name IP Version P IP/DHCP Mask DHCP Default Operation
W Clients
VPN-Server-01 IPv4 192.168.199.1 255.255.255.0 (/24) x x
VPN-Server-02-Office 1Pv4 192.168.181.1 255.255.255.0 (/24) X x
- . L]
[ Network NAT Route Subnets m
Subnet Network group
Name @
IP Protocol Version @ IPv4 IPv6
IP allocation mode (® None Static
DHCP
DHCP Server
DHCP Relay
Default @ (J
description
» Advanced

2.3.5.2 Config DHCP pool

Click IP Mode to Static and you can set DHCP pool
[ Network [ NAT I Route Subnets

Subnet Network group
Name @
IP Version ® Ipva IPv6
IP Mode None
IP Address/Subnet Mask 0.0.0.0 - 0.0.0.0 (/0) v
DHCP
DHCP Server I
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DHCP
DHCP Server
Default Lease Time 0 days 1 hours 0 minutes
Max Lease Time 1 days 0 hours 0 minutes
Gateway
DNS Mode (® WAN Manual
IP Range 0.0.0.0 - 0.0.00 Add
Start IP End IP Action
No data
Static IP 0.0.0.0 00:00:00:00:00:00 A
Host name IP MAC Operation
No data
» Advanced
DHCP Relay
Default @ @

2.3.5.3 Config DHCP lease time

Default lease time is 1 hours and max lease time is 1day. You can modify by yourself.

DHCP
DHCP Server
Default Lease Time 0 days 1 hours 0 minutes
Max Lease Time 1 days 0 hours 0 minutes
Gateway
DNS Mode (® WAN Manual
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2.3.5.4 DHCP pool gateway

Set subnet IP address/mask as a DHCP pool gateway address
’ Network l NAT ] Route Subnets

Subnet Network group
Name @ VPN-Server-02-Office
IP Version
IP Mode None (® Static
IP Address/Subnet Mask 192.168.181.1 255.255.255.0 (/24) v

2.3.5.5 Config DHCP Pool DNS

You can get DHCP pool DNS IP by WAN or Manual.

DNS Mode WAN (® Manual
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0

2.3.5.6 DHCEP Pool IP range

Set IP Range and click Add. For example: 192.168.1.1~192.168.1.200.

IP Range 0.0.0.0 - 0.0.0.0 Add

Start IP End IP Action

No data

2.3.5.7 Static IP and MAC binding

Set static IP and mac to binding
Static IP 0.0.0.0 00:00:00:00:00:00

Host name IP MAC Operation

No data

Note: this is optional
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Advanced
Set Domain name and DHCP Option 43 if you need.
v Advanced

Domain

DHCP Option 43

2.3.5.8 Default

Default @

Except of VSM WAN port (0/1), the rest ports will follow the subnet DHCP default policy.

2.4 Assign policy to the port

»  Click Devices—AC, select your VSM
»  Click Modify—IP/DHCP—Add
»  Choose subnet policy under Port.

AddSubnet

IP/Group VPN-Server-01
Name VPN-Server-01
IP/Mask 192.168.199.1/255.255.255.0 (/24)
DHCP Server OFF

DHCP Relay

Central Forwarding

Port |

0/1(wan)

VPN 1 (VPN-Server-01) Cancel
VPN 2 (VPN-Server-02-Office)

VPN 3 (VPN-Server-BJ308)

VPN 4 (VPN-Server-WuHan)

VPN 5 (VPN-Server-BJ308-GW)
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(AIIOOMV
-

& Dashboard

B Devices

W Clients

Click Add--SNAT

£ asLoomy
5

& Dashboard
B Devices

M Clients

VPN
Firewall
Location
Policy
& System
A Alerts

e

Overview

Enter Name

2.5 Config NAT

2.5.1 Config SNAT

SNAT

Name

192.168.2.1

VPN-Server-02-Of
fice

SNAT

Name @

IP Version

Source IP / Mask

Destination IP / Mask

Service

Protocol Port

Source Port

Destination Port

Source IP Translated

Enable

Description

All default is ok, click save.
The system can do SNAT by route.

»  Click Devices—AC, select your AC
»  Click Modify—SNAT, select your SNAT rule

Click Network—NAT, Create a new Group

Welcome, howard.he |

NAT Route Subnets Domain
DNAT
Source IP Destination IP  Protocol Source Port

192.168.2.1/255.2

Destination Port

55.255.0 (/24) 0.0.0.0/0.0.0.0 (/0) Any 0-65535 0-65535
172.16.0.0/255.25
500 (/16) 0.0.0.0/0.0.0.0 (/0) Any 0-65535 0-65535
Welcome, howard.he |
NAT Route Subnets Domain
DNAT
® 1pva IPv6
0.0.0.0 0.0.0.0 (/0)
0.0.0.0 0.0.0.0 (/0)
Any
0
0 65535
0 65535
By Route

SuperAdmin Vv

Translat
ed

By_Route

By Route

SuperAdmin Vv

B English

Group:

Enab Descripti
le on

B English

& Refresh

VPN

= A

-3 :

Operation

aEonom
aEanom

& Refresh

= A ¢
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& Dashboard

M Clients

© Settings
Network
NAC
VPN
Firewall

Location

Policy

System

A Alerts

Overview

If you customize by yourself, you should understand the following:

Source IP/ Mask: IP network segment which need to network address transform as a source

Destination IP/ Mask: IP network segment which you want to access, 0.0.0.0 mean all.

AC®)
National
Organization ® Al Selected
» Ports
» VPN
» IP/DHCP
» Route
» DNS Server
» Firewall
v SNAT
SNAT Rules VPN
Name Source IP Destination IP Protocol  Source Port Destination Port Translated Enable  Description
192.168.2.1 192.168.2.1/24 0.0.0.0/0 Any 0-65535 0-65535 By Route ‘
VPN-Server-02-Office 172.16.0.0/16 0.0.0.0/0 Any 0-65535 0-65535 By Route [
JZ-LYB 192.168.88.1/24 0.0.0.0/0 Any 0-65535 0-65535 By Route ‘
HechigR-WSP 192.168.89.1/24 0.0.0.0/0 Any 0-65535 0-65535 By Route ‘

Source IP Translated: Transform Source IP network segment to specified IP. Default route will select automatically.

2.6 Modify VSM time

»  Click Devices—AC, select your VSM

»  Click NTP—Enable, enter Primary NTP server and Secondary NTP server address, make sure VSM and ACS/CSP

time is synchronized.
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K asoomy
A5

& Dashboard

M Clients
© Settings
Network
NAC
VPN
Firewall
Location
Policy
¥ System
A Alerts

2 Overview

2.7 Save

» Ports

» VPN

» IP/DHCP

» Route

» DNS Server
» Firewall

» SNAT

» DNAT

v NTP

AC(B)

Welcome, howard.he | _ B English SRefresh = A | b2

GRE devices

Enable

Primary NTP Server

Secondary NTP Server

» Admin
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3. CLLI command

Abloomy@[192.168.100.122]: show ip

show ip (show ip configuration)

Interface IP/Netmask CS_Control TYPE
Slot/Port 0/1 192.168.100.122/255.255.255.8  on STATIC
VSLAN 1 1.1.1.1/128.0.0.0 off STATIC
® show ports (show ports configuration)
Abloomy@[192.168.100.122]: show ports
Slot @: 4 ports
Slot/Port MAC Type Mtu  Mode Br Trunk Speed VSLAN ByIP Status PseudoMac
PPPOE_pass
0/1 00:16:31:f1:65:ac Uplink 1500 Route - off Auto 1 off Enable 00:00:00:00:
0/; 00:16:31:f1:65:ad Uplin; 1500 Route . off Auto 1 off Enable 00:00:00:00:
0/; 00:16:31:f1:65:ae Downl;nk 1500 Route - off Auto 1 off Enable 00:00:00:00:
0/; P0:16:31:f1:65:af Downl;nk 1500 Route - off Auto 1 off Enable 00:00:00:00:
® show route (show route configuration)
Abloomy@[192.168.100.122]: show route
DestIP/Netmask Gateway Metric
9.0.0.0/0.0.0.0 192.168.100.1 @
® show controlserver (show ACS/CSP address)
Abloomy@[192.168.100.122]: show controlserver
Control Server: 192.168.100.166
® show vlanif (show vlan ports configuration)
stet/Port  mac Mtu Mode Br VSLAN ByIP
Slot/Port 0/2.100 00:16:31:f1:65:ad 1500 Switch VSLAN 1 1 of f

Abloomy@[192.168.100.122]: Write failed: Broken pipe

® showtime

Abloomy@[192.168.100.122]: show time
Asia/Shanghai

Timezone:

NTP Service:
NTP Servers:

Time:

Enabled
ntp.nasa.gov

2014/11/26 13:31:18

show dhcpserver

Abloomy@[192.168.100.122]: show dhcpserver ?

show
show
show
show
show
show
show
show
show

dhcpserver
dhcpserver
dhcpserver
dhcpserver
dhcpserver
dhcpserver
dhcpserver
dhcpserver
dhcpserver

status;
default_lease_time;
max_lease_time;

if;

subnet ...;
fixaddress ...;
client

?

Admin
on
off

PPPOE_user
00:00
00:00
00:00

00:00

Status
Enable
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® show ambit ip (show DNS configuration)

Abloomy@[192.168.100.122]: show ambit_ip

Hostname:

Domain Name:

IP address: 192.168.100.122/24
DHCP enabled: No

Default gateway: None configured

DNS servers: 202.106.0.20 B.8.8.8

Management VLAN: Not tagged

® save main

Abloomy@[192.168.100.122]: save main
saving configuration....
save configuation success

® factoryreset
Abloomy@[192.168.100.122]: factoryreset

This operation will erase all configuration information and
return this system to factory default settings.

Are you sure you want to perform a factory reset [n]? D
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